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Some hype



1. AI, cyber and the return of FUD



Or was it? 

Update 6/1/23 at 8:37 PM: We have added quote marks around 'Kills' and "killed" 
in the headline and first paragraph of this article and have added additional details 
to emphasize that no actual human was killed in this simulation.

Update 6/2/23 at 12:55 AM: This story and headline have been updated after the 
Air Force denied it conducted a simulation in which an AI drone killed its 
operators.

Update 6/2/23 at 7:30 AM: This story and headline have been updated after 
Motherboard received a statement from the Royal Aeronautical Society saying that 
Col Tucker “Cinco” Hamilton “misspoke” and that a simulated test where an AI 
drone killed a human operator was only a “thought experiment.”
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Opportunities





“In 2021 the company inserted three thousand filament-like 
electrodes, thinner than a human hair, that monitor neuron 
activity, into a pig’s brain. Soon they hope to begin human 
trials of their N1 brain implant, while another company, 
Synchron, has already started human trials in Australia. 
Scientists at a start-up called Cortical Labs have even grown a 
kind of brain in a vat (a bunch of neurons grown in vitro) and 
taught it to play Pong. It likely won’t be too long before neural 
“laces” made from carbon nanotubes plug us directly into the 
digital world.”

―Mustafa Suleyman, The Coming Wave: Technology, Power, and the 
Twenty-first Century's Greatest Dilemma

https://www.goodreads.com/work/quotes/114865406
https://www.goodreads.com/work/quotes/114865406




Realism

“Musk has been promising driverless cars 
for the best part of a decade”
Daily Telegraph, yesterday



“Oh, you mean sums!”
Michael Sulmeyer, Army Cyber Command

“Plausible nonsense”
Meredith Whitaker, Signal



Risks & Mitigations



“We have set out to create something 
cleverer than we are, and we are going to 
succeed”
Sir Geoffrey Hinton

“AI is still dumber than cats, and will 
never threaten humans”
Yann LeCun

“LLMs have, to date, caused almost no 
observable harm”
Mustafa Suleyman



A brief digression 
on politicians, the 
media and 
technology



‘THIS’



‘IS AMAZING’



‘YOU CAN SEND 
WORDS AND 
EVERYTHING’









And cyber war did not take place…

…least not like this

Time, 1995 Economist, 2010





A surprisingly good analysis of risk

Societal

• (dis)information

• bias

• Labour market disruption

Misuse

• Cyber

• Science (bioweapons)

Loss of control

• Reduction in human control
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The science / bio risk

Societal

• (dis)information

• bias

• Labour market disruption

Misuse

• Cyber

• Science (bioweapons)

Loss of control

• Reduction in human control
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“Hey Pharma GPT. Please write 

me an evil virus”

“Hey 3D printer..”



Societal

• (dis)information

• bias

• Labour market disruption

Misuse

• Cyber

• Science (bioweapons)

Loss of control

• Reduction in human control

28





The digital security equilibrium

Computer systems where human safety is at risk tend 
to have failsafes (air traffic control)

The most dangerous capabilities remain in the hands of 
only the most capable actors, who tend to have some 
sense of rationality & escalatory risk

If you can use advanced code for bad you can 
normally use it for (offsetting) good



AI & the digital security equilibrium

Computer systems where human safety is at risk tend 
to have failsafes (driverless cars)

The most dangerous capabilities remain in the hands of 
only the most capable actors, who tend to have some 
sense of rationality & escalatory risk

If you can use advanced code for bad you can 
normally use it for (offsetting) good



Boomers, Doomers & Securopragmatists:
A grainy picture of me and Elon Musk



Policy, governance & global contestation

OR

You might not realise how mad tech 
governance is





Internet security depends on 
two guys named Steve…
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Few inventions in history have been as important for human 
civilisation and as poorly understood as the internet. It 
developed not as a centrally planned system, but as a 
patchwork of devices and networks connected by makeshift 
interfaces. Decentralisation makes it possible to run such a 
complex system. But every so often comes a chilling reminder 
that the whole edifice is uncomfortably precarious.

On March 29th a lone security researcher announced that he 
had discovered, largely by chance, a secret backdoor in xz Utils. 
This obscure but vital piece of software is incorporated into the 
Linux operating systems that control the world’s internet 
servers. Had the backdoor not been spotted in time, everything 
from critical national infrastructure to the website hosting your 
cat pictures would have been vulnerable.

The Economist, 2 April 2024

OR



…but don’t worry, Big Tech 
looks after some of it
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Name these people



© CyberCX PUBLIC



Why Bletchley (& follow up) mattered



Whisper it quietly but 
we’re starting to get 
some things right
Safer hardware is already a thing.

Safer software is becoming a thing.



It doesn’t have to be like this



Some conclusions



1. There’s a lot of hype, but computers can’t do magic, yet

2. Many predictions about revolutionary tech will not come true

3. There are constraints, such as energy & raw materials

4. For security, it’s to think about tech in terms of individual use cases

5. We have agency. No technology has yet been invented that we cannot control

6. There are no complete technological solutions to social problems

7. The world is going to have to find new ways to cooperate, even if it’s split

8. The tone of leaders matters. Do you want to scare, or seize opportunity safely?

9. The single most important thing we can do is secure the tech by design

10. Trust your own intelligence (I’m serious)



The end
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